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 Abstract: Lot anonymization techniques like Bucketization and generalization, have been developed for maintaining 

security of publishing micro data. Experiments recently done prove that generalization misses enough amount of data, 

high-dimensional information data. Coming to Bucketization won’t block disclosure of membership and won’t apply 

for information that does not have a transparent split between sensitive and quasi-identifying attributes. In this paper, 

we present a novel technique known as slicing, which splits nothing but the partitioning of data in horizontal way and 

vertical way. We explore that slicing stores better data utility than generalization and utilized for membership 

disclosure protection. Moreover, advantage of preserving is that it can maintain high-dimensional information. We 

explore how splitting can be utilized for protection of attribute disclosure and develop a perfect algorithm for 

calculating the sliced data that agree the requirement of ℓ-diversity. Our study experiments proved that slicing stores 

good utility when compared to generalization and also more perfect than Bucketization in workloads becoming apart 

the sensitive attribute. Our researches also demonstrate that slicing helps to block membership disclosure.  
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1 INTRODUCTION  

In recent years research on micro data privacy-preserving publishing is extensive. Micro data consists of 

records that everyone maintains data about an entity of individual, like a person, a place, or profile organization. Lot 

anonymization techniques of micro data have been proposed like Bucketization and generalization, for maintaining 

security of publishing micro data. Experiments recently done prove that generalization misses enough amount of data, 

high-dimensional information data. Whereas Bucketization won’t block disclosure of membership and won’t apply 

for information that do not have a transparent split between sensitive and quasi-identifying attributes for ℓ- diversity. 

In these approaches, attributes are split into three Sub groups: attributes which are identifiers that recognize or uniquely 

identify an individual. Other attributes are Quasi-Identifiers, which the adversary may already know, e.g., DOB, 

Gender, and Zip code; some of the attributes are Sensitive Attributes, like health problems and income. Generalization 

converts the QI-values in every bucket into “semantically consistent but less specific” values often tuples in the one 

bucket is not able to be separate based on their QI values. In-Bucketization, one splits the SAs from the QIs by 

alternatively permuting the SA values in every bucket.[6] The anonymized data contains collection of buckets with 

permuted attribute values which are sensitive. 

 2 Problem Statement  

2.1 Existing System Initially, “centroids” calculation is needed in most existing clustering algorithms. “Centroids” is 

not even in notion of setting where data point forms by each attribute in the space of clustering. And next, robust 

method is k-medoid method for the sake of existence of outliers. Final one, the examination order of data points 

wouldn’t get any impact the clusters calculated from the k-medoid method [2][3].  

2.2 Proposed System We explore a novel technique slicing, which partitions the data both horizontally and vertically. 

We proved that slicing stores data utility better when compared to generalization. This slicing provides membership 

disclosure protection utilization. A key variant advantage is that high-dimensional data can be handled by this slicing. 

We explored that how slicing can be utilized for disclosure protection attribute and implement a perfect algorithm for 

calculating the data which was sliced that agrees the requirement of ℓ-diversity. Our study cases declare that slicing 

stores good utility than other methods like generalization etc. and also efficient than Bucketization in the case 

especially the sensitive attribute [5]. 

3 SYSTEM DEVELOPMENT  
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3.1 Original Data We arranged extensive workload research cases. The outcome of those is slicing stores good utility 

than other methods such as generalization etc. and also efficient than Bucketization in the case especially the sensitive 

attribute. In workloads involving the sensitive attribute, slicing is also more effective than Bucketization. In study 

cases or researches, slicing explores good performance than utilizing the original data [4]. 

Age Sex Zip code Disease 

22 M 47906 Dyspepsia 

22 F 47906 Flu 

33 F 47905 Flu 

52 F 47905 Bronchitis 

54 M 47302 Flu 

60 M 47302 Disease 

60 M 47304 Disease 

64 F 47304 Gastritis 
 

Fig (a): The Original Table 

3.2 Generalized Data Generalized Data, the procedure to operate data analysis or mining operations on the 

generalized table, the information analyst has to prepare the proper distribution assumption that each and every value 

in a generalized set / interval is possible equally, often rest of distribution assumption can’t perform [8]. This 

significantly decreases the information utility of the generalized data. 

Age Sex Zip code Disease 

 

[22-52] 

 

* 4790* Dyspepsia 

* 4790* Flu 

* 4790* Flu 

* 4790* Bronchitis 

 

[54-64] 

* 4730* Flu 

* 4730* Disease 

* 4730* Disease 

* 4730* Gastritis 
 

Fig (b): The Generalized Table 

3.3 Bucketized Data  

We explore the perfect membership disclosure protection of slicing. For sake of this, we calculate the fake tuples 

amount in the sliced information. We also differentiate the count of buckets which are matching for tuples which are 

original and that for fake tuples [9]. Our research output gives packetization can’t block membership disclosure as 

almost each and every tuple is recognized uniquely in the bucketized data [7]. 

Age Sex Zip code Disease 

22 

22 

33 

52 

M 47906 Dyspepsia 

Flu 

Flu 

Bronchitis 

F 47906 

F 47905 

F 47905 

54 

60 

60 

64 

M 47302 Flu 

Disease 

Disease 

Gastritis 

M 47302 

M 47304 

F 47304 
 

Figure (c): The Bucketized Table 

3.4 Multiset-based Generalization Data We noticed that this generalization based on multiset is same like scheme 

trivial slicing where every column maintains exactly single attribute, cause of couple approaches store the perfect 

values in every attribute but cut down’s the association in between them in single bucket itself. 
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Age Sex Zip code Disease 

22:2, 33:1, 52:1 

22:2, 33:1, 52:1 

22:2, 33:1, 52:1 

22:2, 33:1, 52:1 

M:1, F:3 

M:1, F:3 

M:1, F:3 

M:1, F:3 

47905:2, 47906:2 

47905:2, 47906:2 

47905:2, 47906:2 

47905:2, 47906:2 

Dyspepsia 

Flu 

Flu 

Bronchitis 

54:1, 60:2, 64:1 

54:1, 60:2, 64:1 

54:1, 60:2, 64:1 

54:1, 60:2, 64:1 

M:3, F:1 

M:3, F:1 

M:3, F:1 

M:3, F:1 

47302:2, 47304:2 

47302:2, 47304:2 

47302:2, 47304:2 

47302:2, 47304:2 

Flu 

Disease 

Disease 

Gastritis 

 

Figure(d): Multi based Generalization 

3.5 One-attribute-per-Column Slicing Data We noticed that while slicing one-attribute-per-column stores attribute 

distributional data, it would not store attribute correlation, cause of every attribute is placed in specific of column on 

its own. In slicing, a group gets correlation attributes combinable in single column and stores their correlation. Often, 

the table of sliced data encodes the equal amount of data as the original information with correlations regarding in 

between attributes in one column only. 

Age Sex Zip code Disease 

22 

22 

33 

52 

F 47906 

47905 

47906 

47905 

Flu 

Flu 

Dyspepsia 

Bronchitis 

M 

F 

F 

54 

60 

60 

64 

M 47302 Dyspepsia 

Gastritis 

Dyspepsia 

Flu 

F 47304 

M 47302 

M 47304 
 

Figure (e): One-Attribute per Column Slicing 

3.6 Sliced Data A key variant advantage is that high-dimensional data can be handled by this slicing. By splitting 

attributes into various columns, slicing decreases the dimensionality of the information. Every column of the table can 

be shown as a sub-table with a dimensionality which is low. Slicing is also variant from the publishing as different 

independent sub-tables approach in that these sub-tables get linked by the buckets in slicing. 

(Age, Sex) (Zip code, Disease) 

(22, M) 

(22, F) 

(33, F) 

(52, F) 

(47905, Flu) 

(47906, Dyspepsia) 

(47905, Bronchitis) 

(47906, Flu) 

(54, M) 

(60, M) 

(60, M) 

(64, F) 

(47304, Gastritis) 

(47302, Flu) 

(47302, Dyspepsia) 

(47304, Dyspepsia) 

 

Figure (f): The Sliced Table 

4 RELATED WORK  

Two popular anonymization techniques are generalization and Bucketization. Generalization replaces a value 

with a “less-specific but semantically consistent” value. Three types of encoding schemes have been proposed for 

generalization: global recoding, regional recoding, and local recoding [1]. Global recoding has the property that 

multiple occurrences of the same value are always replaced by the same generalized value. Regional recoding is also 

called multi-dimensional recoding which partitions the domain space into non-intersect regions and data points in the 
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same region are represented by the region they are in. Local recoding does not have the above constraints and allows 

different occurrences of the same value to be generalized differently [10]. Bucketization first partitions tuples in the 

table into buckets and then separates the quasi-Identifiers with the sensitive attribute by randomly permuting the 

sensitive attribute values in each bucket. The anonymized data consists of a set of buckets with permuted sensitive 

attribute values. In particular, Bucketization has been used for anonymizing high-dimensional data. Slicing has some 

connections to marginal publication; both of them release correlations among a subset of attributes. Slicing is quite 

different from marginal publication in a number of aspects. First, marginal publication can be viewed as a special case 

of slicing which does not have horizontal partitioning. Therefore, correlations among attributes in different columns 

are lost in marginal publication. By horizontal partitioning, attribute correlations between different columns are 

preserved. Marginal publication is similar to overlapping vertical partitioning, which is left as our future work. Second, 

the key idea of slicing is to preserve correlations between highly correlated attributes and to break correlations between 

uncorrelated attributes, thus achieving both better utility and better privacy. Third, existing data analysis methods can 

be easily used on the sliced data.  

 

5. CONCLUSIONS  

 

Through this paper a new approach has been presented which is known as slicing to privacy-preserving micro 

data publishing. This approach of Slicing overcomes the constraints of generalization and Bucketization and stores 

better data utility while protecting against privacy threats. We explain how to make use of slicing to avoid attribute 

disclosure as well as membership disclosure. Through our experiments, we show how slicing stores better data utility 

than generalization and we will also show you how effective it is than Bucketization in workloads comprising the 

sensitive attribute. The general methodology that has been proposed by this work is that, the data has been anonymized 

before one could analyze the data characteristics and use these characteristics in data anonymization. The rationale is 

that one can design more efficiently data anonymization practices when we know the data better. In this we show that 

attribute correlations can be used for privacy attacks.  

This work provides scope in several directions for future research: We explore a novel technique slicing, 

which partitions the data in horizontal direction and also in vertical direction. We proved that slicing stores data utility 

better when compared to generalization. This slicing provides membership disclosure protection utilization. A key 

variant advantage is that high-dimensional data can be handled by this slicing. We explored that how slicing can be 

utilized for disclosure protection attribute and implement a perfect algorithm for calculating the data which was sliced 

that agrees the requirement of ℓ-diversity. Our study cases declare that slicing stores good utility than other methods 

like generalization etc. and also efficient than Bucketization in the case especially the sensitive attribute.  
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