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Abstract:  Ad-hoc low-power wireless networks are an exciting research direction in sensing and pervasive computing. Prior security work in 
this area has focused primarily on denial of communication at the routing or medium access control levels. This paper explores resource 
depletion attacks at the routing protocol layer, which permanently disable networks by quickly draining nodes’ battery power. These “Vampire” 
attacks are not specific to any specific protocol, but rather rely on the properties of many popular classes of routing protocols. We find that all 
examined protocols are susceptible to Vampire attacks, which are devastating, difficult to detect, and are easy to carry out using as few as one 
malicious insider sending only protocol compliant messages. 
We find that all examined protocols are susceptible to Vampire attacks, which are devastating, difficult to detect, and are easy to carry out 
using as few as one malicious insider sending only protocol-compliant messages. In the worst case, a single Vampire can increase network-
wide energy usage by a factor of O(N), where N in the number of network nodes. We discuss methods to mitigate these types of attacks, 
including a new proof-of-concept protocol that provably bounds the damage caused by Vampires during the packet forwarding phase. 
 
1. INTRODUCTION 
 
Ad-hoc wireless sensor networks (WSNs) promise exciting new 
applications in the near future, such as ubiquitous on-demand 
computing power, continuous connectivity, and instantly-
deployable communication for military and first responders. Such 
networks already monitor environmental conditions, factory 
performance, and troop deployment, to name a few applications. 
As WSNs become more and more crucial to the everyday 
functioning of people and organizations, availability faults 
become less tolerable — lack of availability can make the 
difference between business as usual and lost productivity, 
power outages, environmental disasters, and even lost lives; 
thus high availability of these networks is a critical property, and 
should hold even under malicious conditions. Due to their ad-hoc 
organization, wireless ad-hoc networks are particularly 
vulnerable to denial of service (DoS) attacks. 
Vampire attacks are not protocol-specific, in that they do not rely 
on design properties or implementation faults of particular routing 
protocols, but rather exploit general properties of protocol 
classes such as link-state, distance-vector, source routing, and 
geographic and beacon routing. Neither do these attacks rely on 
flooding the network with large amounts of data, but rather try to 
transmit as little data as possible to achieve the largest energy 
drain, preventing a rate limiting solution. Since Vampires use 
protocol-compliant messages, these attacks are very difficult to 
detect and prevent. 
 
2. Contributions 
This paper makes three primary contributions. First, we 
thoroughly evaluate the vulnerabilities of existing protocols to  
 
 
 
 
 

Routing layer Battery depletion attacks. We observe that security 
measures to Prevent Vampire attacks are orthogonal to those 
used to protect routing infrastructure. 
 
3. Classification 
 
The first challenge in addressing Vampire attacks is defining 
them what actions in fact constitute an attack? DoS attacks in 
wired networks are frequently characterized by amplification 
However, consider the process of routing a packet in any multi-
hop network: a source composes and transmits it to the next hop 
toward the destination, which transmits it further, until the 
destination is reached, consuming resources not only at the 
source node but also at every node the message moves through. 
If we consider the cumulative energy of an entire network, 
amplification attacks are always possible, given that an 
adversary can compose and send messages which are 
processed by each node along the message path. 
 
4. Protocols and assumptions 
 
In this paper we consider the effect of Vampire attacks on link-
state, distance-vector, source routing, and geographic and 
beacon routing protocols, as well as a logical ID-based sensor 
network routing protocol proposed by Parno.While this is by no 
means an exhaustive list of routing protocols which are 
vulnerable to Vampire attacks, we view the covered protocols as 
an important subset of the routing solution space and stress that 
our attacks are likely to apply to other protocols. 
 
All routing protocols employ at least one topology discovery 
period, since ad-hoc deployment implies no prior position 
knowledge. Limiting ourselves to immutable but dynamically 
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organized topologies, as in most wireless sensor networks, we 
further differentiate on-demand routing protocols, where topology  
 
Discovery is done at transmission time, and static protocols, 
where topology is discovered during an initial setup phase, with 
periodic re-discovery to handle rare topology changes. Our 
adversaries are malicious insiders and have the same resources 
and level of network access as honest nodes. Furthermore, 
adversary location within the network is assumed to be fixed and 
random, as if an adversary corrupts a number of honest nodes 
before the network was deployed, and cannot control their final 
positions. 
 
5. Overview 
 
In the remainder of this paper, we present a series of 
increasingly damaging Vampire attacks, evaluate the 
vulnerability of several example protocols, and suggest how to 
improve resilience. In source routing protocols, we show how a 
malicious packet source can specify paths through the network 
which are far longer than optimal, wasting energy at intermediate 
nodes who forward the packet based on the included source 
route. In routing schemes where forwarding decisions are made 
independently by each node we suggest how directional antenna 
and wormhole attacks can be used to deliver packets to multiple 
remote network positions, forcing packet processing at nodes 
that would not normally receive that packet at all, and thus 
increasing network-wide energy expenditure. 
 
 

 
 

 
 

Fig(1) Malicious route construction attacks on source routing: 
(a)carousel attac (b)and stretch attack. 

 
 

In our first attack, an adversary composes packets with 
purposely introduced routing loops. We call it the carousel 
Attack, since it sends packets in circles as shown in Figure 1(a). 
It targets source routing protocols by exploiting the limited 
verification of message headers at forwarding nodes, allowing a 
single packet to repeatedly traverse the same set of nodes. Brief 
mentions of this attack can be found in other literature but no 
intuition for defense nor any evaluation is provided. In our 
second attack, also targeting source routing, an adversary 
constructs artificially long routes, potentially traversing every 
node in the network. We call this the stretch attack, since it 
increases packet path lengths, causing packets to be processed 
by a number of nodes that is independent of hop count along the 
shortest path between the adversary and packet destination. 
 
Results show that in a randomly-generated topology, a single 
attacker can use a carousel attack to increase energy 
consumption by as much as a factor of 4, while stretch attacks 
increase energy usage by up to an order of magnitude, 
depending on the position of the malicious node. The impact of 
these attacks can be further increased by combining them, 
increasing the number of adversarial nodes in the network, or 
simply sending more packets. Although in networks that do not 
employ authentication or only use end-to-end authentication, 
adversaries are free to replace routes in any overheard packets, 
we assume that only messages originated by adversaries may 
have maliciously-composed routes.          
 
6. CLEAN SLATE SENSOR NETWORK ROUTING 
 
  In this section we show that a clean-slate secure sensor 
network routing protocol by Parno, Luk, Gaustad, and Perrig 
(“PLGP” from here on) [53] can be modified to provably resist 
Vampire attacks during the packet forwarding phase. The 
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original version of the protocol, although designed for security, is 
vulnerable to Vampire attacks. PLGP consists of a topology 
discovery phase, followed by a packet forwarding phase, with the 
former optionally repeated on a fixed schedule to ensure that 
topology information stays current. (There is no on-demand 
discovery.) Discovery deterministically organizes nodes into a 
tree that will later be used as an addressing scheme. When 
discovery begins, each node has a limited view of the network — 
the node knows only itself. Nodes discover their neighbors using 
local broadcast, and form ever-expanding “neighborhoods,” 
stopping when the entire network is a single group. Throughout 
this process, nodes build a tree of neighbor relationships and 
group membership that will later be used for addressing and 
routing.  
 
7. ATTACKS ON STATEFUL PROTOCOLS 
 
Carousel attack: 
 
In this attack, an adversary sends a packet with a route 
composed as a series of loops, such that the same node 
appears in the route many times. This strategy can be used to 
increase the route length beyond the number of nodes in the 
network, only limited by the number of allowed entries in the 
source route. 
 

 
 
Fig(a):Carousel attack (malicious node 0): the nodes traversed 
by the packet are the same as in (a), but the loop over all 
forwarding nodes roughly triples the route length (the packet 
traverses the loop more than once). Note the drastically 
increased energy consumption among the forwarding nodes. 
 
Fig(b):Stretch attack (malicious node 0): the route diverts from 
the optimal path between source and destination, roughly 
doubling in length. Note that while the per-node energy 
consumption increase is not as drastic as in (b), the region of 
increased energy consumption 
is larger. Overall energy consumption is greater than in the 
carousel attack, but spread more evenly over more network 
nodes. 
 
 

 

 
 
Stretch attack. 
 
Another attack in the same vein is the stretch attack, where a 
malicious node constructs artificially long source routes, causing 
packets to traverse a larger than optimal number of nodes. An 
honest source would select the route Source→F→E→Sink, 
affecting four nodes including itself, but the malicious node 
selects a longer route, affecting all nodes in the network. These 
routes cause nodes that do not lie along the honest route to 
consume energy by forwarding packets they would not receive in 
honest scenarios. 
 
Malicious discovery attack: 
 
Another attack on all previously-mentioned routing protocols 
(including stateful and stateless) is spurious route discovery. In 
most protocols, every node will forward route discovery packets 
(and sometimes route responses as well), meaning it is possible 
to initiate a flood by sending a single message. Systems that 
perform as-needed route discovery, such as AODV and DSR, 
are particularly vulnerable, since nodes may legitimately initiate 
discovery at any time, not just during a topology change. A 
malicious node has a number of ways to induce a Perceived 
topology change: it may simply falsely claim that a link is down, 
or claim a new link to a non-existent node. Security measures, 
such as those proposed. in may be sufficient to alleviate this 
particular problem. Further, two cooperating malicious nodes 
may claim the link between them is down. However, nearby 
nodes might be able to monitor communication to detect link 
failure (using some kind of neighborhood update scheme). Still, 
short route failures can be safely ignored in networks of sufficient 
density. More serious attacks become possible when nodes 
claim that a long-distance route has changed. This attack is 
trivial in open networks with unauthenticated routes, since a 
single node can emulate multiple nodes in neighbor relationships 
or falsely claim nodes as neighbors.  
 
Directional antenna attack: 
 
Vampires have little control over packet progress when 
forwarding decisions are made independently by each node, but 
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they can still waste energy by restarting a packet in various parts 
of the network. Usinga directional antenna adversaries can 
deposit a packet in arbitrary parts of the network, while also 
forwarding the packet locally. This consumes the energy of 
nodes that would not have had to process the original packet, 
with the expected additional honest energy expenditure of O(d), 
where d is the network diameter, making d2 the expected length 
of the path to an arbitrary destination from the furthest point in 
the network. 
 
PLGP in the presence of Vampires: 
 
In PLGP, forwarding nodes do not know what path a packet took, 
allowing adversaries to divert packets to any part of the network, 
even if that area is logically further away from the destination 
than the malicious node. This makes PLGP vulnerable to 
Vampire attacks. Consider for instance the now-familiar 
directional antenna attack: a receiving honest node may be 
farther away from the packet destination than the malicious 
forwarding node, but the honest node has no way to tell that the 
packet it just received is moving away from the destination; the 
only information available to the honest node is its own address 
and the packet destination address, but not the address of the 
previous hop (who can lie).  
 
Thus, the Vampire can move a packet away from its destination 
without being detected. This packet will traverse at most logN 
logical hops, with O(√2i) physical hops at the ith logical hop, 
giving us a theoretical maximum energy increase of O(d), where 
d is the network diameter and N the number of network nodes. 
The situation is worse if the packet returns to the Vampire in the 
process of being forwarded — it can now be rerouted again, 
causing something similar to the carousel attack. Recall that the 
damage from the carousel attack is bounded by the maximum 
length of the source route, but in PLGP the adversary faces no 
such limitation, so the packet can cycle indefinitely. Nodes may 
sacrifice some local storage to retain a record of recent packets 
to prevent this attack from being carried out repeatedly with the 
same packet. Random direction vectors, as suggested in PLGP, 
would likewise alleviate the problem of indefinite cycles by 
avoiding the same malicious node during the subsequent 
forwarding round. 
 
8. PROVABLE SECURITY AGAINST VAMPIRE ATTACKS: 
 
Here we modify the forwarding phase of PLGP to provably avoid 
the above-mentioned attacks. First we introduce the no-
backtracking property, satisfied for a given packet if and only 
packet forwarding, 
 
 
9. CONCLUSION 
 
 We defined Vampire attacks, a new class of resource 
consumption attacks that use routing protocols to permanently 
disable ad-hoc wireless sensor networks by depleting nodes’ 

battery power. These attacks do not depend on particular 
protocols or implementations, but rather expose vulnerabilities in 
a number of popular protocol classes. We showed a number of 
proof-of-concept attacks against representative examples of 
existing routing protocols using a small number of weak 
adversaries, and measured their attack success on a randomly-
generated topology of 30 nodes. Simulation results show that 
depending on the location of the adversary, network energy 
expenditure during the forwarding phase increases from between 
50 to 1,000 percent. Theoretical worst-case energy usage can 
increase by as much as a factor of O(N) per adversary per 
packet, where N is the network size. We proposed defenses 
against some of the forwarding-phase attacks and described 
PLGPa, the first sensor network routing protocol that provably 
bounds damage from Vampire attacks by verifying that packets 
consistently make progress toward their destinations. We have 
not offered a fully satisfactory solution for Vampire attacks during 
the topology discovery phase, but suggested some intuition 
about damage limitations possible with further modifications to 
PLGPa. Derivation of damage bounds and defenses for topology 
discovery, as well as handling mobile networks, is left for future 
work. 
 
REFERENCES: 
 
[1]The network simulator — ns-2. http://www.isi.edu/nsnam/ns/. 
 
[2] Imad Aad, Jean-Pierre Hubaux, and Edward W. Knightly, 
Denial of service resilience in ad hoc networks , MobiCom, 2004. 
 
[3] Gergely Acs, Levente Buttyan, and Istvan Vajda, Provably 
secure ondemand source routing in mobile ad hoc networks, 
IEEE Transactions on Mobile Computing 05(2006), no. 11. 
[4] Tuomas Aura,Dos-resistant authentication with client puzzles 
, International workshop on security protocols, 2001. 
 
[5] John Bellardo and Stefan Savage, 802.11 denial-of-service 
attacks: real vulnerabilities and practical solutions, USENIX 
security, 2003. 
 
[6] Daniel Bernstein and Peter Schwabe, New AES software 
speed records, INDOCRYPT, 2008. 
 
[7] Daniel J. Bernstein, Syn cookies, 1996. 
http://cr.yp.to/syncookies.html. 
 
[8] I.F. Blake, G. Seroussi, and N.P. Smart,Elliptic curves in 
cryptography , Vol. 265, Cambridge University Press, 1999. 
 
[9] Joppe W. Bos, Dag Arne Osvik, and Deian Stefan, Fast 
implementations of AES on various platforms, 2009. 
 
[10] Haowen Chan and Adrian Perrig, Security and privacy in 
sensor networks, Computer 36 (2003), no. 10. 
 



Akki.Pavani, G.Upendhar, M.Sarada varalakshmi                                                                          © 2014 DSRC 
  

 

 

International Journal of Research Sciences and Advanced Engineering 
Vol.2 (8) , ISSN: 2319 - 6106 

 

61 - 65 

[11] Jae-Hwan Chang and Leandros Tassiulas, Maximum 
lifetime routing in wireless sensor networks, IEEE/ACM 
Transactions on Networking 12 (2004), no. 4. 
 
[12] Thomas H. Clausen and Philippe Jacquet, Optimized link 
state routing protocol (OLSR), 2003. 
 
[13] Jing Deng, Richard Han, and Shivakant Mishra, Defending 
against path- based DoS attacks in wireless sensor networks, 
ACM workshop on security of ad hoc and sensor networks, 
2005. 
 
[14]INSENS: Intrusion-tolerant routing for wireless sensor 
networks, Computer Communications 29 (2006), no. 2. 
 
[15] Sheetalkumar Doshi, Shweta Bhandare, and Timothy X. 
Brown,An on demand minimum energy routing protocol for a 
wireless ad hoc network ,ACM SIGMOBILE Mobile Computing 
and Communications Review 6 (2002), no. 3. 
 
 
 
 
 

 

 

 
 
 


