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ABSTRACT 

 Online social networks are able to 

provide open platforms to enable the 

seamless sharing of profile data to enable 

public developers to interface and extend the 

social network services as applications. At 

the same time, these open interfaces pose 

serious privacy concerns as third party 

applications are usually given access to the 

user profiles. Current related research has 

focused on mainly user-to-user interactions 

in social networks, and seems to ignore the 

third party applications. In this paper, we 

present an access control framework to 

manage third party applications. Our 

framework is based on enabling the user to 

specify the data attributes to be shared with 

the application and use the required user 

profile attributes as conditions governing the 

application execution. We assess the 

feasibility of our approach by developing a 

proof-of-concept implementation and by 

conducting user studies on a widely-used 

social network platform.  

KEYWORDS: Access control, Social 

networks, Applications, Attribute 

specification. 

I. INTRODUCTION 

Social networking systems are increasingly 

becoming a major type of online 

applications that facilitate online social 

interactions and information sharing among 

a large number of users. Current major SNSs 

such as Face book and MySpace provide 

some privacy control settings to their users. 

However, the access and privacy control 

features provided by these systems are 

usually limited, and not so flexible and 

robust. Moreover, they seem to be 
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implemented incrementally without detailed 

formal modeling, which is not appropriate 

for such systems with huge user base and 

high volume of privacy-sensitive content. 

Several desirable control features are 

missing and there exists no basis of 

verifying consistency in policy enforcement. 

For instance in Face book, a user can choose 

to hide his/her status of relationship with a 

second party. But one can learn about that 

relationship if the second party happens to 

not hide it. In other words, users cannot 

control disclosure of some intuitively 

privacy-sensitive information. 

These open interfaces pose serious privacy 

concerns as third party applications are 

usually given access to the user profiles. 

Current related research has focused on 

mainly user-to-user interactions in social 

networks, and seems to ignore the third 

party applications. In this paper, we present 

an access control framework to manage third 

party applications. Our framework is based 

on enabling the user to specify the data 

attributes to be shared with the applications 

and ignore the accessing of third-party 

applications. In social networks, users 

manage their profile, interact with other 

users, and self-organize into different 

communities. Users profiles usually include 

information such as the user's name, birth 

date, address, contact information, emails, 

education, interests, photos, music, videos, 

blogs and many other attributes. Controlling 

access to the information posted on user 

profile is a challenging task as it requires 

average Internet users to act as system 

administrators to specify and configure 

access control policies for their profiles. To 

control interactions between users, the user's 

world is divided into a trusted and a non-

trusted set of users, typically referred to 

as friends and strangers respectively. 

Face book, one of the most popular social 

sites, enables users to create friend lists and 

to compose profile policies based on these 

friend lists. In November 2011, Face book's 

privacy practices were the subject of 

complaints filed with the Federal Trade 

Commission (FTC) (2011) The complaints 

were related to the Face book's privacy 

practices that deceived customers and failed 

http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib11
http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib11
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to keep privacy promises. One of the main 

complaints was related to Face books claim 

that third-party applications that users' 

installed would have access only to user 

information that they needed to operate 

where in fact the apps could access nearly 

all of users’ personal data. 

II.RELATED WORK 

Work on social networking privacy 

enhancing technologies is nowadays 

proliferating. In particular, several recent 

works have studied how to automate the task 

of privacy settings. But access control 

research in social network area is still in its 

early stages only. Initial access control 

solutions for social networks propose trust-

based access control policies that are 

inspired by research developments in trust 

and reputation computation in social 

networks. We surveyed 23 blogging and 

social-networking sites to determine what 

access control and privacy features are 

currently available. Our survey included 

sites like Blogger, Face book, Flickr, 

Twitter, YouTube, and MySpace. 

Face book, one of the most popular 

social site, the access control features 

implemented in these services fell into a few 

broad categories, with some sites offering 

minor extensions. Although some systems 

offer only basic access control (i.e. 

private/public) or unusual features like 

search engine invisibility, most employee 

the friend’s model. The friend’s model lets 

users create a list of friends and restrict 

content to be visible only to this group. Of 

the existing schemes, this scheme is the 

most successful because it strikes the best 

balance between ease-of-use and flexibility. 

When the privacy concern comes to third-

party applications in Face book they failed 

to keep privacy promises. Gollu et al. 

(2007) proposed a social networking access 

control scheme that considers user identities 

as key pairs, and social relationship on the 

basis of social attestations. They adopted 

access control lists to represent user access 

settings. A more sophisticated rule-based 

access control model has been proposed 

by Carminati et al. (2006). Such an approach 

is based on the enforcement of complex 

http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib21
http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib21
http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib5
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policies expressed as constraints on the type, 

depth, and trust level of existing 

relationships. The authors also proposed 

using certificates for ensuring the 

authenticity of user to user relationships, and 

client-side enforcement of access control 

according to their proposed rule-based 

approach, where a subject requesting access 

an object must provide the required 

authorization tokens to be granted access. 

Singh et al. (2009) proposed the xBook 

framework which prevents untrusted third 

party applications from leaking users' 

private information. The xBook framework 

is based on controlling information flow 

between the different application 

components, based on a data labeling and 

application confinement. Felt and Evans 

(2008) proposed a novel solution for 

protecting privacy within social networking 

platforms through the use of an application 

programming interface to which 

independent application owners would agree 

to adhere to. This approach enables users to 

protect their information attributes; however 

the required agreement limits the wholesale 

adoption of a privacy proxy. Vanetti et al. 

(2011), proposed a system for content-based 

message filtering for social networks. The 

system allows users to automatically control 

the privacy of messages posted on their 

profile walls. The approach is based on a 

flexible rule-based system that allows users 

to customize their filtering criteria, and a 

supervised learning classifier that 

automatically manages the labeling of 

messages based on their content. 

In this paper, we developed such 

ideas more in-depth, and we address this 

issue by deploying an access control 

mechanism for applications in social 

networks. Our goal is to provide a privacy-

enabled solution that is in line with social 

network ethics of openness, and does not 

hinder users opportunities of adding useful 

and entertaining applications to their 

profiles. Our access control mechanism is 

based on enabling the user to specify the 

data attributes to be shared with the 

application. 

III.PROPOSED SYSTEM MODEL 

http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib38
http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib12
http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib12
http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib41
http://www.sciencedirect.com/science/article/pii/S0167404812001186#bib41
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Online social networks are able to 

provide open platforms to enable the 

seamless sharing of profile data to enable 

public developers to interface and extend the 

social network services as applications. At 

the same time, these open interfaces pose 

serious privacy concerns as third party 

applications are usually given access to the 

user profiles. We assess the feasibility of our 

approach by developing a proof-of-concept 

implementation and by conducting user 

studies on a widely-used social network 

platform.  

IV.PROBLEM STATEMENT 

Online social networks are able to 

provide open platforms to enable the 

seamless sharing of profile data to enable 

public developers to interface and extend the 

social network services as applications. In 

this paper, the complaints were related to the 

Face book's privacy practices that deceived 

customers and failed to keep privacy 

promises. One of the main complaints was 

related to Face books claim that third-party 

applications that users' installed would have 

access only to user information that they 

needed to operate, where in fact the apps 

could access nearly all of user’s personal 

data. To overcome this problem we are 

providing the user to specify the data 

attributes to be shared with the third-party 

application by deploying an access control 

mechanism for applications in social 

networks. 

V.MODULES DESCRIPTION 

Proposed system model implementation 

consists of three modules. Those modules 

are 1.Access control 2.User Module 3.Social 

Networks 

Access control: 

Current related research has focused 

on mainly user-to-user interactions in social 

networks, and seems to ignore the third 

party applications. In this paper, we present 

an access control framework to manage third 

party applications. Our framework is based 

on enabling the user to specify the data 

attributes to be shared with the application. 

The News blaster archive4, an operational 
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news archive and summarization system, 

and for experimenting with variations of our 

approach. 

User Module: 

At the same time, these open 

interfaces pose serious privacy concerns as 

third party applications are usually given 

access to the user profiles. Current related 

research has focused on mainly user-to-user 

interactions in social networks, and seems to 

ignore the third party applications. In this 

paper, we present an access control 

framework to manage third party 

applications. Our framework is based on 

enabling the user to specify the data 

attributes to be shared with the application 

and use the required user profile attributes as 

conditions governing the application 

execution. 

Social networks: 

We assess our solution by 

implementing a proof-of-concept prototype 

which is an open source platform for the 

development of online communities and 

social networks. Additionally, we conduct 

extensive user studies using the Face book 

social network. We simulate our selective 

installation process for different applications 

currently provided by Face book and assess 

the users’ perceived benefits and ease of use. 

The response is encouraging and positive, in 

that respondents acknowledge the need for 

solutions of this kind to better protect their 

privacy and security. They also believed that 

our approach is appropriate to gain control 

of the data disclosed at the applications.  

VI. EXPERIMENTAL RESULTS 

 

Fig6.1: Login Screen 
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Fig6.2 Display Home page 

 

Fig6.3: Display applications and actions 

 

Fig6.4 verify the actions and show the status 

 

Fig6.5 Select the permissions 

 

Fig6.6 After verification of permissions 

display the data 

VII.CONCLUSION AND FUTURE 

WORK 

In this paper we have presented an access 

control framework for social networks a 

developer application that enables users to 

specify profile attribute preferences and 

requires applications to be designed so to be 

customized based on users’ profile 

preferences. Our framework provided a 
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privacy enabled solution that is in line with 

social network ethics of openness, and does 

not hinder users’ opportunities of adding 

useful and entertaining applications to their 

profiles. 

We believe, in order to promote healthy 

development of social network 

environments and to protect individual’s 

privacy rights, users should be able to take 

advantage of the available applications 

while still having a stronger control on their 

data. 

Our goal is to provide a privacy-enabled 

solution that is in line with social network 

ethics of openness, and does not hinder 

users’ opportunities of adding useful and 

entertaining applications to their profiles. 

Our access control mechanism is based on 

enabling the user to specify the data 

attributes to be shared with the application 

and at the same time be able to specify the 

degree of specificity of the shared attributes. 

We proposed the weighted application 

transition system and formulated the 

Minimal Attribute Generalization Problem. 

Furthermore, we propose a solution that 

maps the problem to the shortest path 

problem to find the minimum set of attribute 

generalization required to access the 

application services. We simulate our 

selective installation process for different 

applications currently provided by Facebook 

and assess the user’s perceived benefits and 

ease of use.  
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