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ABSTRACT  

Deduplication of Data is a technique for reducing the amount of storage space an 

organization needs to save its data. It is a specialized data compression technique for 

removing duplicate copies of repeating data. To protect the discretion of sensitive data while 

supporting deduplication, the CE convergent encryption technique has been proposed to 

encrypt the data before outsourcing. The differential privileges of users are considering edit 

duplicate check besides the data itself which has not done in traditional deduplication 

systems. The proposed system supports authorized duplicate check in hybrid cloud 

architecture. Proposed authorized duplicate check scheme acquires minimal overhead 

compared to normal operations. To reduce the weaknesses of convergent encryption, we 

are proposing LFSR (Linear Feedback Shift Register) encryption technique. Security analysis 

determines that this system is secure in terms of the definitions specified in the proposed 

security model. 

KEYWORDS: Deduplication, Convergent Encryption, Proof of ownership, Authorized 

Duplicate Check, Differential Authorization. 

INTRODUCTION  

Cloud computing provides a scalable, low 

cost, location independent infrastructure 

for data management and storage. Cloud 

computing provides infinite virtualized 

resources to users as services across the 

entire Internet, while hiding platform and 

implementation details. CSP (cloud service 

providers) deal at relatively low costs with 

both highly available storage and 

especially parallel computing resources. 

One major challenge of cloud storage 

services is the management of the ever-

growing volume of data as cloud 

computing becomes universal, an amount 

of data is being stored and common by 

users with specified privilege, which define 
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the access rights of the stored data The 

rapid implementation of Cloud services is 

convoyed by increasing volumes of data 

stored at remote servers hence techniques 

for saving disk space and network 

bandwidth are needed. A central up and 

coming concept is deduplication where the 

server stores a single copy of each file, in 

spite of how many clients asked to store 

that file. All clients that store the file 

simply use links to the single copy of the 

file stored at the server. Furthermore, if 

the server already has a copy of the file 

then clients do not even need to upload it 

again to the server, thus saving 

bandwidth as well as storage. In a usual 

storage system with deduplication, a client 

first sends to the server only a hash of the 

file and the server checks if that hash 

value already exists in its database. If the 

hash is not in the database then the 

server scans for the entire file. Otherwise, 

since the file already exists at the server, 

it tells the client that there is no need to 

send the file itself.  Either way the server 

marks the client as an owner of that file, 

or from that point on there is no 

difference between the client and the 

original party who has uploaded the file. 

The client can therefore ask to restore the 

file, regardless of whether he was asked 

to upload the file or not. Data 

deduplication has certain benefits to 

Eliminating redundant data can 

extensively shrink storage requirements 

and increase bandwidth efficiency. Since 

primary storage has gotten cheaper over 

time, typically store many versions of the 

same information so that new workers can 

reuse earlier work done. Some operations 

like backup store extremely redundant 

information. Data deduplication is data 

compression technique for eliminating 

duplicate copies of repeating data in 

storage. This technique is used to improve 

storage utilization and can also be applied 

to network data transfers to decrease the 

number of bytes that must be sent. 

Deduplication eliminates redundant data 

by keeping only one physical copy and 

referring other redundant data to that 

copy instead of keeping multiple data 

copies with the same content. 

Deduplication can take place at the file 

level and the block level. It eliminates 

duplicate copies of the same file at file 

level. And eliminates duplicate blocks of 

data that occur in non-identical files at the 

block level. 

EXISTING SYSTEM  

To ensure data privacy, existing research 

proposes to outsource only encrypted data 

to CSPs. However, the same or different 

users could save duplicated data under 

different encryption schemes at the cloud. 

Existing solutions for deduplication are 

vulnerable to brute-force attacks2 and 
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can’t flexibly support data access control 

and revocation (see the ―Related Work in 

Data Deduplication‖ sidebar for a 

discussion of some other work in this 

area). Existing industrial solutions fail in 

encrypted data deduplication.  

DISADVANTAGES 

Deduplication technology has become 

quite the staple in many data storage 

environments. But what makes it a good 

fit in one data center may not be the case 

in another. 

This EGuide from SearchStorage.com is 

designed to help you determine what 

you’re trying to solve with deduplication 

technology. It then outlines: The 

advantages and disadvantages of dedupe 

backup Dedupe misconceptions how 

dedupe and compression on primary 

storage can reduce your data footprint  

PROPOSED SYSTEM  

In this application we propose to 

outsource only encrypted data to CSPs. 

However, the same or different users 

could save duplicated data under different 

encryption schemes at the cloud. Although 

cloud storage space is huge, this kind of 

duplication wastes networking resources, 

consumes excess power, and complicates 

data management. Intra- user 

deduplication and interdeduplication.6 In 

their scheme, the cipher text C of 

convergent encryption is further encrypted 

with a user key and transferred to the 

servers. However, it doesn’t deal with 

data sharing after deduplication among 

different users.  

ADVANTAGES 

The scheme can easily realize data access 

control by introducing control policies into 

AP when calling Encrypt Key (DEKu, AP, 

PKIDu) by updating AP to support both 

deduplication and access control based on 

practical demands. Our scheme can also 

support digital rights management based 

on the data owner’s expectations. Second, 

the scheme saves CSP storage space since 

it only stores one copy of the same data. 

storage-based data deduplication reduces 

the amount of storage needed for a given 

set of files. It is most effective in 

applications where many copies of very 

similar or even identical data are stored 

on a single disk—a surprisingly common 

scenario. In the case of data backups, 

which routinely are performed to protect 

against data loss, most data in a given 

backup remain unchanged from the 

previous backup.  

MODULE DESCRIPTION  

MODULES 

DATA OWNER  
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 In this module, the data owner uploads 

their data in the cloud server. For the 

security purpose the data owner encrypts 

the file and the index name and then store 

in the cloud. The data encrypted can have 

capable deleting of a specific file. And also 

he can view the transactions based on the 

files he uploaded to cloud. Data  

USER 

In this module, user logs in by using 

his/her user name and password. After 

Login user requests search control to 

cloud and will Search for files based on 

the index keyword with the Score of the 

searched file and downloads the file. User 

can view the search ratio of the files and 

also the top k documents.   

CLOUD SERVER  

The cloud server manages a cloud to 

provide data storage service. Data owners 

encrypt their data files and store them in 

the cloud for sharing with Remote User. 

To access the shared data files, data 

consumers download encrypted data files 

of their interest from the cloud and then 

decrypt them. The cloud server authorizes 

the data owner and the data user and 

provides the search requests sent from 

the users. Also in this module it shows 

personalized search model and the 

interest search model. Can view all the file 

attackers.  

 CONCLUSION  

In this paper, we explore the problem of 

secure multi keyword search for multiple 

data owners and multiple data users in 

the cloud computing environment. 

Different from prior works, our schemes 

enable authenticated data users to 

achieve secure, convenient, and efficient 

searches over multiple data owners’ data. 

To efficiently authenticate data users and 

detect attackers who steal the secret key 

and perform illegal searches, we propose 

a novel dynamic secret key generation 

protocol and a new data user 

authentication protocol. To enable the 

cloud server to perform secure search 

among multiple owners’ data encrypted 

with different secret keys, we 

systematically construct a novel secure 

search protocol. To rank the search results 

and preserve the privacy of relevance 

scores between keywords and files, we 

propose a novel Additive Order and 

Privacy Preserving Function family. 

Moreover, we show that our approach is 

computationally efficient, even for large 

data and keyword sets. As our future 

work, on one hand, we will consider the 

problem of secure fuzzy keyword search in 

a multi-owner paradigm. On the other 

hand, we plan to implement our scheme 

on the commercial clouds.  
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