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Abstract:  Cloud computing consists of hardware and software resources made available on the Internet as managed third-party services.In 
this dpaper we are discussing about security issues in  cloud storage those are like data integrity, non repudiation, fairness, confidentiality and 
roll back attacks. we are mainly discussing about how to prevent the rollback attacks in cloud using multi party non repudiation protocol.The 
MPNR protocol mainly focus on achieving fair non repudiation  and preventing roll back attacks.To achieve non repudation using MPNR 
protocol we first check between data owner and service provider, between owner and user and between user and service provider. And also 
discuss how to achieve non repudation in normal session, resolve session and disputation session. 

 
1. INTRODUCTION 
 
Cloud is one of the recent technology that has grown 
tremendously and became famous among the users because of 
its various services offered like Iaas, Paas, Saas, SECaas, STaas 
and etc.[1]. It obtained its popularity in all areas like industries, 
medicalorganisation, military, academic institution and general 
usage of individual users . 
 
Many Cloud providers are there to offer those services. Currently 
Cloud storage is in a modern and emerging way, where the days 
are outsourced daily by the data users and the cloud provider take 
the responsibility over it for its availability and reliability.[1] Those 
data should be monitored and maintained by them.  
 
The most profitable application in the Cloud is storage of data 
potentially. 
 
Cloud storage providers attempt to persuade their users for 
storing their important and sensitive data in the Cloud by often 
advertising the new business model. [1]Potential users are left to 
wonder whether the confidentiality, integrity, and the availability of 
their data are guaranteed in Cloud Storage . Just as no one would 
want to put his valued possessions in a house without a secure 
lock, users are reluctant to move important and sensitive data to 
Cloud until these challenges have been well addressed. 
Therefore, to date this potentially valuable service model is still 
not widely accepted. 
 
In addition, some user concerns cannot be alleviated by simply 
developing new technologies.[2] There is naturally some 
psychological anxiety when a user is faced with the decision to 
store sensitive data in a location that is out of his control. In fact, 
some problems require more than conventional cyber security 
mechanisms and introduce new security challenges. Research in 
 
 
 
 

 Cloud storage security is far from mature, and traditional cyber 
security solutions cannot provide enough protection in the Cloud 
for other reasons. [2]In the meantime, the uniqueness of secure 
Cloud storage still has not been fully understood. One 
characteristic of Cloud Storage is mass storage in which data is 
communicated through the Internet. 
 
2.Related work: 
 
2.1.CLOUD 
 
Collection of grids is called as cloud. The “Cloud” in tech terms is 
basically referring to keeping  data on a remote server that is 
available anywhere. In other way “Storage provider”.[1] Moving 
data into the cloud offers great convenience to users since they 
don’t have to care about the complexities of direct hardware 
management. 
 

 
 

Fig 1 : Cloud Architecture 
 
2.2.CLOUD COMPUTING 
 
Collection of IT resources (server,databases,applications) which 
are available on an on-demand basis provided by sevice 
companies and available through internet and provide resource 
pooling among multiple users. 
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2.3 THE BACKGROUND OF CLOUD COMPUTING: 
 
In recent 10 years, Internet has been developing very 
quickly.[2][3] The cost of storage, the power consumed by 
computer and hardware is increasing. The storage space in data 
center can’t meet our needs and the system and service of 
original internet can’t solve above questions, so we need 2010 
Second International Conference on Future Networks. new 
solutions. At the same time, large enterprises have to study data 
source fully to support its business. The collection and analysis 
must be built on a new platform. Why we need cloud computing? 
It is to utilize the vacant resources of computer, increase the 
economic efficiency through improving utilization rate, decrease 
the equipment energy consumption 
 
2.4 .CLOUD STORAGE : 
 
It is a networked online storage where data is stored in pools of 
storage which are generally hosted by third parties.[2] The 
resource may span across multiple servers. The safety of the 
files depends upon the hosting websites. 
 
3.SECURITY ISSUES IN CLOUD STORAGE: 
 
The proposed system deals with main issue of cloud storage, 
Data Integrity and the repudiation problem. We explain about the 
basic MPNR ,after the description of some basic definitions used 
throughout the paper for a better understanding. 
 
3.1. DATA INTEGRITY:  
 
The Data Integrity, in general term is defined as the data intact 
(i.e.,) no modification of the data without users knowledge . 
Clients will loss trust in a service provider when any corruption 
happens to their data.[3] So it is a provider’s duty to take 
responsibility over the information. Protecting private and 
important details, such as credit card information or a patient’s 
medical records detail from attackers or malicious insiders is of 
critical importance. Security for the information stored by the 
user should be well provided.  
 
3.2.REPUDIATION : 
 
If a user gets data through cloud service provider and the user 
claims that the data is tampered. The innocent entity needs 
evidence to defend against false accusations. And it is desired to 
find the peer who is responsible for the fault. In the proposed 
system, we overcome this issue by using a Non-Repudiation 
Protocol. 
 
3.3.NON-REPUDIATION:  
 
Non-repudiation evidences are based on digital signatures which 
act as the evidence. A digital signature that can be used as non-
repudiation evidence provides a link between a message and a 
public verification key. In this paper we focus on the protocols 

distributing the evidences among the peers. The aim of a non-
repudiation protocol is to provide with the evidences like non-
repudiation of origin (evidence form the originator) and non-
repudiation of receipt (evidence from the recipient), with respect 
to a given message.  
 
3.4.FAIRNESS:  
 
During the data transmission procedure, in order to gain certain 
advantages,  malicious party may refuse to response after 
receiving the evidence from other peers. 
 
3.5.CONFIDENTIALITY:  
 
The service provider is assumed to be an untrustworthy third 
party, and the owner does not want to reveal the data to the 
provider .  
 
3.6.ROLLBACK : 
 
By supposing that data owner uploads with 1 MB of data, and a 
user, downloads it. After sometime, the data owner updates 50 
KB, and the user wants to download the updated 50 KB of data. 
At this time, the user needs certain evidence to help ensure that 
the data is updated and that the downloaded 50 KB of data is up-
to-date. If a malicious cloud service provider deletes the updated 
content and delivers out-dated data, the user should be able to 
detect the inconsistency based on the evidence. This is also 
defined as “user’s freshness”  Fair non-repudiation protocols are 
the one traditionally studied in the previous work. Throughout the 
remaining of the paper, we assume that MPNR protocol is fair 
and free from attacks by maintaining the integrity of the data. 
 
4.PREVENTING ROLLBACK ATTACKS IN CLOUD 
STORAGE: 
---THROUGH FAIR MPNR PROTOCOL 
 
 

 
 
Fig  2 : To preventing roll back attacks From cloud we are using 

MPNR protocol. 
 
4.1.REPUDIATION: Someone can deny something(nothing but 
evidence). 
 
4.2.NON-REPUDIATION: Is an assurance that someone cannot 
deny something. 
 
4.3.PROTOCOL: Set of rules followed by two parties who want 
to participate  Communication  
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Fig 3: using MPNR protocol preventing repudation. 
 
4.4.BASIC MPNR PROTOCOL 
 
The Multi Party Non-repudiation protocol is the extended 
protocol of TPNR, Two Party Non repudiation Protocol. The first 
phase is between the data owner and the Cloud provider. The 
second phase is between the data owner and the data user, 
where the third phase is between the data user and the cloud 
provider. The two modes of process are also described, normal 
mode and the resolve mode. In case of any repudiation, the 
repudiation mode is initialized, where the arbitrator comes into 
play. This protocol alleviates the repudiation problem. But while 
considering, the security can be little bit improved. Generally the 
steps needed for the doing this process takes place in four steps.  
 

 With evidence NRO, Transmitter/sender forwards the 
encoded data to the receiver/recipient.  

 NRR, the receiver responds back. 

 When the sender gets the NRR, he sender will send the 
NRO along with the key to the recipient. 

 Recipient replies with NRR. 
 

 
 

Fig 4: In MPNR protocol non repudiation process is  done in 
three sessions. 

 
4.5. NORMAL SESSION : 
 
It is when the owner, the originator of transaction sends his/her 
data to the cloud provider. So the owner encrypts the data with 
the key and generates two evidences. They are NROoc [Non 
Repudiation of Origin -for cloud provider] and NROou [Non 
Repudiation of Origin - for the data user]. Fig 1: MPNR 
framework for cloud Access control is applied for different users 
and according to the list; the data is deciphered by different 
users. 

 
 

 
 

Fig 5: The few steps are followed in normal session in non 
repudiation process. 

 
 

 
 

Fig 6: Non repudiation process is done in  Normal session. 
 
4.6.RESOLVE SESSION  
 
This is initialized when any one of the peer refuses to respond 
back. By providing the evidence, the originator of the process 
request TTP to start the resolve mode to get the process to 
finish. The TTP will set a time limit for the recipient to respond 
back. If the recipient does not respond back within the time limit, 
then the process will abort. 
 
 

 
 

Fig 7: Non repudiation process in resolve session 
 
4.7.DISPUTATION SESSION 
 
In case if any disputation occurs among the peers, then the 
arbitrator is used to solve the issue. The arbitrator is provided  
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with the enough evidence of the transaction made. The poor 
entity which is innocent has to be freed. The arbitrator takes care 
of it with the evidence provided 

 
 

Fig 8: non repudiation process in Disputation Session. 
 
5.ACHIEVING SECURITY IN CLOUD STORAGE THROUGH 
MPNR PROTOCOL 
 
5.1.DISPUTATION 
 
Each peer can have NRO or NRR at the end of the round which 
solves disputation problem 
 
5.2.FAIRNESS 
 
Fairness is achieved in MPNR protocol with help of TTP. Both 
parties can get NRO or NRR as evidence at the end of a round. 
 
5.3.ROLL-BACK ATTACKS 
 
Here we use  hash tree to generate a root hash of  the data and 
then signed the root hash as the evidence of the data integrity 
.Each time data is updated by owner,the root hash is updated 
and distributed to user .Then user downloads the updated data 
,consistency can be easily verified by checking root hash from 
provider and root hash from owner. 
 
6.FEATURES OF MPNR PROTOCOL 
 
 It is necessary for an organizations / people to deal with all 

kinds of requests, business documents, agreements, 
payments, contracts, acknowledgments as a batch. 

 The protocol allows such organizations / people to send 
different messages to multiple different recipients, 
eliminates the previous restriction on the exchange of the 
same message.  

 The protocol also utilizes an off-line third trusted party (TTP 
for short) and has higher efficiency than those protocols 
with an on-line TTP. 

 
7.CONCLUSION: 
 
Cloud providers need to safeguard the privacy and security of 
personal data that they hold on behalf of organizations and 
users.MPNR protocol has been proposed having the to address 
important concerns such as Fairness,Non-
Repudiation,Disputation according to cloud conditions and can 
enhance the security of cloud storage. 

8.FUTURE SCOPE: 
 
Even though Cloud has many useful features through which it 
greatly reduces the users’ work of maintaining their data, it also 
has some security dreads. The low security in Cloud storage 
leads to some loopholes for the attackers to modify the data. 
Data which should be protected should be secure enough 
against the attacks and the dreads like integrity issue and 
repudiation problem. To overcome these challenges, a novel CS-
MPNR [Multi Party Non Repudiation] protocol is proposed, which 
uses Chaining Signature [CS] acting as a link of sign to have a 
follow up of the chained users and lessens the Repudiation. It 
upholds Data Integrity in a better manner. The evaluation results 
show that there is reduced computational cost. The security 
mechanisms of the protocol are robust enough. Therefore it is 
clear that the evaluated result is within reasonable limits and 
resilient. 
 

 
Fig 9:  result analysis 
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