
© 2012 DSRC 
 

 

 

International Journal of Research Sciences and Advanced Engineering 

Vol.2 (2), ISSN: 2319-6106 

17 

 DETECTING AND RESOLVING FIREWALL POLICY 
ANAMOLIES   

 

Gunda Spandana 1*, P.Sandeep 2*, G.Srinivas Rao 3* 
1.  M-Tech CSE  

2. Associate Professor 
3. Anurag College of Engineering 

 
Abstract:  The technology and the loop whole play the most important in today’s IT industry. In the most common factors which keep IT 
world revolutionized   i.e. the Internet service.Considering these facts and matters, it lead to the next step of security, which we tell it as the 
firewall which keeps internal security to system. As we come across various layer of either OSI or other model, the conversion of digital data at 
source end to destination end follows many steps. Among them, at the destination end when data get again converted to digital data firewall 
come into play to filter data to protect from unwanted data. In this paper, it describes about the way to filter data in the abundance of firewall 
and how to filter data.in this paper, we represent the framework based innovative policy to adopt the management of configuring data and 
factors which bypass the mechanism. This framework based tool describes alternate to articulate the grid and cloud based computing based 
mechanism to handle the unwanted complex data. 

 

1. INTRODUCTION 
 
In general, if we analyses the very simple ,On the Internet, packet 
filtering is the process of passing or blocking packets at a network 
interface level based on source and destination addresses, ports, 
or protocols and these days for advanced technological devices. 
The process is used in conjunction with packet mangling and 
Network Address Translation (NAT) with respect to the data to be 
transmitted in the network. Hence, we can derive the simple 
definition Packet filtering is often part of a firewall program for 
protecting a local network from unwanted intrusion in order to 
process data efficiently and to increase the throughput of the 
network or system. 
 
If we consider the concept in terms of programming and 
considering the related aspects we can call software firewall, 
packet filtering is done by a program called a packet filter. 
Mechanism of the packet filter examines the header of each 
packet based on a specific set of rules, and on that basis, decides 
to prevent it from passing or allow it to pass (called ACCEPT). 
 
Considering the way and approach followed in the mechanism, 
there are three ways in which a packet filter can be configured, 
once the set of filtering rules has been defined. In the first method, 
the filter accepts only those packets that it is certain which are 
safe, dropping all others. This is the most secure mode, but it can 
cause inconvenience if legitimate packets are inadvertently 
dropped. In the second method, the filter drops only the packets 
that it is certain are unsafe, accepting all others. This mode is the 
least most secure, but are causes less inconvenience, particularly 
in casual Web browsing. In the third method, if the filter 
encounters a packet for which its rules do not provide instructions, 
 
 
 
 

that packet can be quarantined or the user can be specifically 
queried concerning what should be done with it. Hence, this can 
be inconvenient if it causes numerous dialog boxes to appear, for 
example, during Web browsing the components like java script, 
session and other related to browser. 
 
If we consider classical age, computer systems were stand-alone 
single user and multi-user systems and it leads to next level of 
invention. When personal computers further developed and the 
prices of computer resources started to decline, many 
organizations began to wire up their computer resources so that 
they could share computing services such as information, e-mail, 
and printing. This internal network, which stays within the 
boundaries of an organization, is usually identified as an intranet. 
Then, some of other component like filtering the required data and 
related security come into existence. Computer networking started 
way back in the 1960s when time-sharing services were 
introduced to the public. In the 1970s, the Ethernet standard was 
developed, which allowed several computers to be connected to 
the same cable. 
 
2. Related Work 
 
As of Firewalls; It represents an essential tool in networking 
environments in order to protect our data in the best of the 
technology which we follow. In the abundance of firewall ,which 
make the sense of alternative to the firewall , which in turn  called 
as the most reliable to firewall .They are most commonly used as 
an intermediate system to protect an internal network from 
external networks. It can be destructive to an organization if its 
sensitive information falls into wrong hands or becomes corrupted. 
The vulnerability becomes greater if an organization actively uses 
the Internet. Firewalls play an important role as a first line of 
defense for the protection of sensitive information and personnel 
need to understand the proper use of firewall technology and the 
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fundamentals of the packet filtering concepts. Through “hands-
on” activities, trainees can experience different types of network 
attacks and can learn how firewalls can mitigate them. 
 

Communication is the most important in this global world, In the 

process of communication between computers on the same 

cable is described as follows. A computer can transmit 

information whenever the cable is not in use or we can tell as 

idle. In the event that two computers start transmission at the 

same time, a collision occurs. Both senders then wait a random 

amount of time before transmitting again. In any situation, every 

host/computer on the cable can receive every packet, and the 

hosts are expected to discard the packets that are not addressed 

to them. This scheme is known as Carrier Sense, Multiple 

Access/Collision Detect (CSMA/CD). 

 

 

Fig: 2.1 showing the structural view in related intrusion of 

network. 

 

In the above fig 2.1 describing a host on an Ethernet can share 

resources with another host through the use of various network 

options. Some examples are: 

 

I. Peer-to-Peer networks 

 

In this network system, it allows two or more hosts to share files 

and access to devices such as sharing devices like printers 

without having to acquire a separate server computer through 

lan cable connection which in turn requires filtration of data 

making to firewall. This is mainly used for sharing content 

files/file sharing like file zilla. The information stored across peer-

to-peer networks is uniquely decentralized. Since a peer-to-peer 

host may have its own storage media that are accessible by 

other hosts, each host acts as both a client (information 

requestor) and server .A peer–to-peer network can be built with 

a coax bus backbone or 10BaseT cabling and a hub. It can be 

configured to allow the files or resources to be shared with 

anyone using another computer in the group.  

 

II. File Transfer Protocol (FTP) program 

 

An FTP program allows files to be retrieved from and sent to 

another host. Most FTP programs have built-in features that 

allow users to control the flow of FTP data as either 

unidirectional or bidirectional.  

 

III. Servers 

 

Many servers have access control capabilities that allow user 

accounts to be created. In this way, servers can be configured to 

allow authorized users to have privileges to access information. 

 

IV. Personal Computer Network File System (PC-NFS) 

 

NFS is usually installed to support file storage on a remote 

storage system so that it can be made to appear as a local drive 

on the host system.  

 

Information is sent through the network. NFS is useful on an 

internal network because it can be used to reduce the 

management burden. 

 

With these enablers in network infrastructures, organizations are 

finding that an intranet provides a means for people to easily 

retrieve the information they need whenever they need it. 

However, these enablers may not be secure, because the 

information sent in the network may not be encrypted. 

 

3. Methodology 

 

In the system of networking we need security in terms of every 

aspect starting from protecting data to the system and other 

related context objects. A system designed to prevent 

unauthorized access to or from a private network. Firewalls can 

be implemented in both hardware and software, or a combination 

of both. A firewall can be used as a checkpoint as all traffic that 

needs to get in or out of a network has to be screened by this 

firewall. The administrators can focus the network security issues 

at this checkpoint, which is considered to be much more efficient 

than implementing security decisions and technologies onto 

every individual machine. 

 

 

One of the first things we try to determine is whether the security 

levels/zones reflect the security model of the business using their 
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data classification model; for example, an organization might 
classify their data into highly sensitive, sensitive, confidential, 
and public classifications. Using Cisco-specific ASA security 
levels as an example, the more sensitive the area, the higher the 
ASA security level is that would be assigned to the area. We 
want to protect the database the most because it has the 
cardholder data in it, so we would assign it an ASA level 100. 
The next most important area, IT/admin, would be assigned a 
level 90, and so on. This would be used in conjunction with rules 
that do not allow outbound connections in a way that doesn‟t 
make sense, so in our example of a database and IT, seldom if 
ever would there be a reason for the database to need to 
connect outbound to IT, so there would be a rule in place 
preventing connections originating from the database, and only 
access to it from IT. 
 
Firewalls can be deployed within a network to provide a means 
of containment that isolates one segment of the internal network 
from another, to prevent any compromise of security in one 
segment from spreading throughout the entire internal network. 
The ability of a firewall to filter network traffic is based on the 
properties of the TCP/IP protocol. With simple packet filtering, 
the filtering mechanism uses a simple ordered list of rules. For 
example, when a packet is received in a firewall, it is scanned 
against all the rules, and the action (either permit or deny) is 
determined by the list of rules. If a packet does not match any of 
the rules, a default action is applied. Each network interface can 
have its own list of rules. 
 
i. To block connections from specific hosts or networks. 
ii. To block connections to specific hosts or networks. 
iii. To block connections from specific ports. 
iv. To block connections to specific ports. 
 
 

 
 
Fig: 3.1 Showing Firewall Architecture of Abundance of Kernel 
Space 
 
For this reason, dynamic filtering is implemented directly into the 
network device driver because:  

 
This is the earliest place on the system where a packet pops up. 
This means that if packets are dropped on this component due to 
filtering, all components on top of the device driver (kernel and 
user space applications) will benefit from it. Instead, if dynamic 
filtering is implemented on top of the device driver or, even 
worse, in user-space, the amount of work needed to move a 
packet from the device to the filtering component will be wasted 
for those packets that do not match any filter. 
 

 
 
Fig 3.2 Simulation Based Approach of Setting up Firewall 
 
Algorithm 1 IP level Scheduler 
 
Input: IP  
Output: Boolean Validation. 
 
1: quality level = “low”// depend s upon Security Zone. 
2: request (initial partial segment over each interface) 
3: request (“pipelined” partial segment over each interface) 
4: while (more data available from server) do 
5: data = receive () 
6: I = interface that received data 
7: estimate aggregated throughput 
8: if (data == complete partial segment) then 
9: if (data == complete segment) then 
10: queue_for_playback (segment) 
11: adjust quality level to throughput 
12: end if 
13: request (next partial segment, I, quality level); 
14: end if 
15: end while 
 
In the above algorithm, the IP layer which is considered as the 
input to the next level of filtration based on the quality and the 
security zone attained in the cyclometer complexity based 
analysis. 
 
 
• This is the layer under the kernel where the BPF (or other BPF-
like filters) resides; hence dynamic filtering can be used by BPF 
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as a pre-filtering stage in order to filter out all those packets that 
will definitively not match any BPF filter. From the user‟s point of 
view, this means that dynamic filtering is transparent to existing 
applications so no modification at all is necessary in order to take 
advantage of it. 
 
Dynamic filtering can take advantage of existing packet capture 
acceleration facilities that can further accelerate the journey of 
filtered packets through the kernel 
 
For the segments, once we have determined everything is 
located where it should be, we would find out which segments 
should and should not be talking to those segments. For 
example, when reviewing the rules we ensure that management 
of this network segment has been accounted for. Do the 
database administrator and the network administrator have 
encrypted access to manage their responsibilities properly? If 
these segments are talking to other network segments, data that 
is passing between the two segments should be encrypted. Does 
the credit card application‟s server get backed up? If there is a 
user LAN segment that is at a higher security level than a web 
server located in the DMZ, does that LAN segment have 
unneeded access to that web server? 
 
4. Conclusion 
 
Technology and its trend in these days give rise to next level of 
research one of them is the firewall based protection. The 
protection that firewalls provide can be no better than the policies 
they are configured to implement. The scenarios were developed 
to highlight that configuration is a crucial task when using 
firewalls as a protection mechanism. A filtering campaign, 
comprised of three scenarios, was developed to demonstrate 
that can provide a „simulated environment‟ on filtering in which 
various forms of learning can take place. The scenario activities 
help the player of the game to develop knowledge and skills 
through its contents while playing the game. Through this game, 
knowledge related to firewall deployment can be imparted and 
skills can be developed primarily through planning and 
deployment strategies. 
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