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Abstract:  Spam email is a big problem on the Internet, with 89% of all email consisting of spam. The aim of this work was to investigate the 
technologies required to send spam email and then to develop an automated  tool. The tool would need to  perform three steps, which were 
email harvesting, applying social engineering to the content and finally sending out the spam emails. This work clearly demon strated how 
emails could still be harvested to produce spam emails, even when the Web Administrator had attempted to obfuscate them. Two common 
techniques to  protect  email  addresses  included  replacing  the  text  of  address  with  an  image  or  using JavaScript to safeguard email 
address in the code used to write the web page. Both of these techniques are aimed at discouraging harvesting activities. In order to bypass 
the anti-spam system, spammers need to harvest large numbers of valid email addresses and therefore this process needed to be automated. 
Having identified how the email addresses were stored, these then had to be extracted for use in the tool. This was done using regular 
expressions. Having obtained a large number of valid emails, the next step was to design an email that the “victim” would open using social 
engineering techniques, known as a targeted malicious email (TME). It was important to understand the motivation behind TME b ecause this 
affected the success of the attack. TME needed to pay more attention to the list of recipients and the content of the emails, as well as the 
process of delivery. TME distribution was also limited to specific groups of users. This meant that the email contents could be crafted to match 
the interests of the target group. The content template was applied to the sending email. In order to deliver the email, the tool had to be able to 
interact with the SMTP server to send out the email. Open relay server was selected for managing this process. The tool was a ble to harvest 
email addresses, send deceptive messages based on social engineering and perform targeted email attacks using the CMS School web site at 
the University of Greenwich as the “victim”. In conclusion, a strategy is proposed to prevent automated tools such as the one  presented from 
gathering the information for use in spam mail.. 

 
1. INTRODUCTION 
 
The malicious action of sending unsolicited emails to a large 
number of email recipients is known as spamming. These are sent 
using either an anonymous email address or a fake one. The 
purpose of spamming includes marketing, advertising, pure 
disturbance or to breach security to acquire sensitive information 
(Orrey, K. 2011). Spammers who carry on these activities may 
work on their own, voluntarily or be paid. There are three 
categories for spammers and these are: 
 

 Harvesting: acquiring valid email address in large numbers. 

 Stealth and open proxies: anonymously sending mass emails 

 Spam and open relays: using intermediate mail servers to 
send emails. 
 

It was claimed that spam accounts for 89% of all emails sent 
(Stone-Grossx, B. Holzz, T., Stringhinix, G., Vignax, G., 2011). 
Estimates say that this equates to 260 billion spam emails sent 
every day and that 91% of these will have a link in the body of the 
email (Pingdom, 2011). 
 
Spam emails no longer originate from large email servers, which 
were easy to block using the IP addresses. Instead, up to 88% of 
the spam emails were sent with the use of botnets, which meant 
 
 
 
 

that there were now thousands of IP addresses being used for this 
purpose. Hence it can be extremely difficult to block the spam 
using the IP addresses. (Stone-Grossx, B. Holzz, T., Stringhinix, 
G., Vignax, G., 2011) 
 
Organisations need to display the emails of their staff on their web 
sites, while Web Administrators need to obfuscate the emails to 
prevent harvesting for use by spammers. This work set out to 
research the methods used by the spammers to harvest 
obfuscated email addresses, develop a tool to automate this 
process and then to apply social engineering to trick the recipient 
into opening the resulting spam email. In particular targeted 
malicious email (TME) would be used as this was more effective 
in tricking the “victim” into opening the email and clicking on a link.  
 
This paper discusses the process of developing the tool from 
email address harvesting and the application of social engineering 
techniques in writing the message, to delivering the emails. The 
first section will discuss the target for the tool and the implications 
for the system requirements of the tool. The target selected in this 
case this was the School of Computing and Mathematical 
Sciences (CMS) at the University of Greenwich. Analysis of the 
email formats on the web  pages  was  carried out; techniques for 
crawling a web site  and the extraction of email addresses were 
discussed. Several approaches to social engineering were 
evaluated and applied to enhance the body of the email. The 
requirements to develop the tool were identified. The testing and 
an evaluation of the tool are described. A discussion of how the  
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tool could be maintained and expanded is given and this 

includes the current limitations of the tool. The conclusion gives 

an overview of the work and some suggestions for future work. A 

solution will then be proposed to help to mitigate the ease with 

which emails can be harvested. 

2.   Research 

The life cycle of spam emails was shown in Figure 1. This clearly 

identified the steps required, which were email address 

harvesting, social engineering in the email body and then the 

successful delivery of the targeted malicious email (TME). 

 

Figure 1 - The Life-cycle of Spam Emails (Oudot 2010) 

2.1 Identifying the Target 

Identifying the target was the first step towards choosing the 
social engineering techniques to 

be used to craft the email content. The details of the target 
victims can be gathered through access to web pages. 

Based on a study of the victims, different social engineering 
techniques can be applied with the goal of manipulating 
recipients to read the email and then to click on links or open an 
attachment.  The  email  had  to  be  able  to  support  flexible  
contents  and  attachments  for different social engineering 
techniques, to make the email look credible to the recipients. 

Like many other universities, the CMS School had school staff 
directory features on its website. CMS School listed their staff 
contact information on the website in a directory page, which had 
links to the web pages of each individual staff member. A visitor 
could click on the School staff link to search for different contacts 
by Department/Research/Support. Each individual target contact 
was listed out in single asp page such as 

http://www.cms.gre.ac.uk/staff/details.asp?id=250. 

The contact page includes details of the individual target such as 
name, title, department, phone number, office, qualifications, 
memberships, external roles, research interests, and school 
roles. All of these details can be useful for Social Engineering 
techniques  when composing an email that will have relevant 
content for the recipients. 

2.2 Email Harvesting 

The first step for the spammer was known as email harvesting. 
Email harvesting was done to 

acquire email addresses that were published somewhere on a 
website. but it can also be used to steal hidden email addresses 
or members-access-only email addresses. In order to pass anti-
spam systems, spammers need to acquire a large number of 
valid email addresses. This process was usually done using an 
automated tool that browsed the Web in search of email 
addresses. (Raz, U. 2011) 

Raz  (2011)  identified  nineteen  ways  of  harvesting  email  
addresses.  These  range  from crawling  over  web  pages,  
using  mailing  lists,  identifying  posts  to  UseNet,  using  other 
peoples‟ address books or even buying lists, to mention just a 
few. 

One of the design aims of the tool was that it should be able to 
automatically harvest email addresses from web pages of 
contact details. This was known as crawling web pages. Once 
the web pages of the victim were located and downloaded, the 
email addresses could be extracted. The extraction process 
formed the Email Harvesting module of the tool. 

The CMS School staff page was the target and contained the 
emails of 287 academic and research staff. Once a contact page 
was saved to the hard-drive, it was important to extract 
meaningful pieces of information to gather the email addresses. 
The spammer only needed the pages that contained personal 
contacts and not other links, such as “About the school” or 
“News/Event”, etc. Manually inspecting the staff pages revealed 
that some rows in the table were empty, see Figure 2 below. 
Although the CMS School Staff page declared that it contained 
“287 academic and research staff divided into four departments”, 
there could be more pages on the web site due to maintenance 
of the web. Mr. Tony Ackroyd was the first name on the list. 
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Figure 2 – A Sample Section of Email Addresses Harvested from 
the CMS Web Page 
 
It was found, by manual inspection that each staff contact page 
had a print version which was much smaller in size. The print 
page was 3.6kb while the regular contact page was 14.3kb. 
When crawling and saving the contact files the print version was 
around 4 times smaller. The print page link could be accessed by 
adding the post fix “&print=Y” to the regular link, as seen below: 
 
Regular content page 
http://www.cms.gre.ac.uk/staff/details.asp?id=1 is the contact 
page for staff ID = 1 
 
Print page version  
http://www.cms.gre.ac.uk/staff/details.asp?id=1&print=Y 
 
Obfuscation of the email addresses meant that each email had 
been split into a number of elements. The user email name and 
the domain name had been separated by commas and single 
quotes, while the „@‟  symbol was not even present. This was to 
prevent  simple searching through the web pages looking for the 
„@‟ symbol to identify email addresses. Analyzing the source 
code, it was noted that the CMS School contact page, for each 
staff member, used JavaScript to combine the first part of the 
email address, in this example, 
'T.Ackroyd', with the domain name to form the full email address. 
Even the domain name 
was split into „gre.ac‟ and „uk‟, as shown in the following 
example from the CMS web pages: 
 
<script language="JavaScript" type="text/javascript"> email = 
writemail('T.Ackroyd', 'gre.ac', 'uk'); document.write(email); 
</script> 
 
Having downloaded the web pages, the tool had to be able to 
reconstruct the email addresses. The JavaScript function 
„writemail‟ took four parameters (a, b, c, and d) to reconstruct 
the email address as it appeared in the contact pages, shown 
below. 

 
function writemail(a,b,c,d) { 
if (d) { 
return "<a href='mailto:"+a+"@"+b+"."+c+"'>"+d+"<\/a>" 
 
} else { 
return "<a 
href='mailto:"+a+"@"+b+"."+c+"'>"+a+"@"+b+"."+c+"<\/a>" } 
} 
 
The function „writemail‟ can take three or four parameters to 
reconstruct the email from the javascript on the web page. This 
was to maintain functionality by allowing for variations in how the 
email address had been obfuscated by different Web 
Administrators. Parameter „a‟ would always be the user‟s email 
name. Parameters „b‟, „c‟ and„d‟ depended on how the URL 
had been split up. For example, the URL „gre.ac.uk‟ could have 
been stored as b = „gre‟, c = „ac‟ and d = „uk‟. In the case of 
CMS the fourth parameter (d) was not used and so using the 
example above the three parameters were as follows:- a = 
„T.Ackroyd', b =  'gre.ac' and c = 
'uk‟. 
 
The most important piece of data was the email name, which for 
the first name on the list was „T.Ackroyd‟. The actual email was 
located after the phrase “email = writemail(„ „ and before „ „). 
Since there was a pattern which could be used to match the 
string, the regular expression (regex) was identified as the 
method to extract the email in the defined format. A regular 
search might work as well in this case but regex was preferred 
since it could support a large number of patterns. In this case, 
the line that contained the email name followed the pattern 
shown in the following regular expression: 
 
(.*)email =  writemail \ ('([^']*)'(.*)) 
 
 
Using regular expressions was a powerful way to find patterns 
and could be widely used on different platforms and 
programming environments. 
 
2.3 Social Engineering in Emails 
 
Hadnagy (2011) defines Social Engineering as “The Art of 
Human Hacking”. When it comes to email, recipients are 
generally more aware and guarded against  an email that carries 
advertisements, discounts or more general financial information. 
Social Engineering offers a more personalised message with the 
recipient‟s own name in the subject line or even in the message 
body. Another approach would be the offer of satisfying a 
demand, for example a job offer, free pornography or access to 
easy money (Orrey, K. 2011). There is often the added pressure 
of a time constraint, such as “respond within 24 hours or this 
offer will expire”. The victims are then “guided” to open 
attachments which may include a software virus or a link that 
leads the victim to a bogus web site. In this way, Social 
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Engineering techniques exploit the human desire to get 
something for free (Mitnick, Simon 2002). Social engineering 
depends on the user making a wrong choice in favour of the 
attacker. 
 
2.4 Targeted Malicious Email (TME) 
 
Target Spam Email was email which would be sent to a specific 
user or group of users. A 
comparison of TME compared to the other email attacking 
mechanisms was shown in Figure 
3. There were two main differences between TME and the 
conventional spam email and these were motivation and the 
method of distribution. TME was targeted and aimed to 
specifically steal sensitive data. (Amin 2011) 

 
Figure 3 - Email Taxonomy (Amin 2011) 

 
While traditional spam usually targeted financial gain, attackers 
using TME to acquire the target‟s sensitive  information  or  to  
create  harm  and  hence  are  more  dangerous.  It  was 
important to understand the motivation behind TME because it 
did affect the level of involvement with the attack. TME would 
have to pay more attention to the list of recipients, the content of 
the emails and the process of delivery. TME distribution was also 
limited to specific groups of users. That meant there would be 
fewer emails being sent and so there would be less risk of them 
being identified as spam. In order to increase the success rate, 
suitable email content and an appropriate method of delivery 
was very important in obtaining the required data. (Amin 2011) 
 
TME emphasizes the importance of social engineering in email 
content. A carefully constructed TME can often pass through 
conventional security tools such as anti-spam, anti- virus, or anti-
phishing detection. TMEs were often focused on specific classes 
of users such as top managers, military personnel, etc.  As TME 
emails were usually tailored to the target group there was a 
higher chance that they would open the email. TME may also 
use a sequence  of  emails  to  instigate trust  before sending 

malicious  links  or attachments,  for gaining sensitive information 
or illegal usages to system (Amin 2011). 
 
An example of a TME attack at Cisco happened in January 
2011. Senior managers of Cisco received a new sophisticated 
email that appeared to be legitimate which discussed a new 
litigation process against the company. The victim was informed 
that a litigation process had been started against their company. 
The email gave a link to see the full details of the subpoena, 
which when accessed enabled the Zeus Trojan to install on the 
victim‟s machine. (CISCO, 2011) 
 
2.5 Email Delivery Method 
 
In order to send out the targeted malicious emails, the tool used 
relay mail server to deliver the email. Three mail servers were 
used in the testing and these were: smtp.gmail.com, 
smtp2go.com, and in.mailjet.com. These three companies 
provided different types of service for outgoing mail (SMTP) 
server. The different parameters that were set up to send relay 
mail were shown in Figure 4. For targeted emails, it was 
important to make the emails appear to be from a real person. 
Registering a new email from an email service provider with a 
proper name would increase the creditability of the email. 

 
 
Figure 4 - Outgoing Mail Parameters from Three Sample 
Providers 
 
3.   The Tool 
 
The requirements for the Targeted Malicious Email (TME) Attack 
tool were as follows:- 

 User interface should be compact and easy-to-use. 

 Harvesting  function  should  be  able  to  search  web  
pages  for  contact  details  by crawling the target web 
site. 

 The tool should be able to extract useful information 
(i.e. email addresses) from the harvested pages. 

 Social engineering tricks should be applied by using 

flexible email contents (txt/html) and attachments. 

 Different replay mail servers should be supported for mass 
email delivery. 

The tool user interface (UI) consisted of three sections: email 
harvesting, applying social engineering to the email content and 
the email delivery, see Figure 5. For email harvesting, the  
regular  expression  search  may  contain  several  braces  within  
the  search.  The  data extraction needed to know which braces 
to take out to build up the email address. The extracted part was 
only the email name. The domain could be specified by the user 
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to complete the full email address.  Hence, in the email 
harvesting module, there are two new elements: “Retrieve #” to 
identify which braces to extract and the “Add domain” text box for 
filling in the target domain. Email contents for applying social 
engineering techniques can be loaded from a saved template 
using a file browser. Open relay servers‟ parameters can be 
inserted or loaded from a file in the third section of the UI. The 
“From:” textbox was also in this section to separate the senders 
from the bulk recipients. The lower box on the UI shows what the 
email looked like, including the “To:” field, text box, attachments 
textbox with “Add” and “Remove” buttons, “Subject:” field for 
email title and “Body message HTML” for the email content. 

 
Figure 5 – User Interface for the TME Attacker 
 
As previously discussed in Section 2.2, the result of the web 
crawling needed to be saved, with the URL included:  
http://www.cms.gre.ac.uk/staff/details.asp?id=ID&print=y. ID 
could range from 1 to 1400. The prefix was combined with an ID 
and the post-fix &print=y to create the concatenated links: 
http://www.cms.gre.ac.uk/staff/details.asp?id= 
 
TME Attack Tool should read in the list of harvested URLs and 
go to each URL to save the contents onto the hard-drive. The 
URL list should be in a text file in a local folder on the machine 
where the tool was running. A sample of a URL list retrieved is 
shown in Figure 6. 

 
Figure 6 – A Sample URL List for Email Harvesting 
 

In the code shown below, the web page needed to be checked to 
ensure that it contained the 
character “/” before proceeding, otherwise it was not a valid URL. 
 
'DOWNLOAD FILE USING NET.WebClient 
 
Try 
  
'if / exists -> URL seems valid 
If URL.IndexOf("/"c) > -1 Then 
wClient.DownloadFile(URL, fileName) End If 
  
Catch ex As Exception 
MessageBox.Show("Error: " & ex.Message) 
End Try 
 
The subroutines Try and Catch were applied to catch errors 
without interrupting the program. The two parameters in the 
function call wClient.DownloadFile were the URL and the 
fileName (full file path where the file should be saved).   The 
fileName was based on the given URL for its name and the 
location of input file for the location folder, as shown below. 
 
Dim folderPath As String =   
txtURLsFilePath.Text.Substring(0,txtURLsFilePath.Text.LastInde
xOf("\"c)) Dim fileName As String = folderPath + 
GetFileNameFromURL(URL) 
 
To get a file name from a standard URL such as 
http://www.cms.gre.ac.uk/staff/list.asp does not raise any issues. 
GetFileNameFromURL should return the “list.asp”. However, if 
the URL was http://www.cms.gre.ac.uk/staff/details.asp?id=250, 
then the returned value would be “details.asp?id=250” which was 
a problem, as the FileName saved on hard-drive cannot have “?” 
in its name. The “?” must be replaced with a dash “-“ and the 
filename was appended  by “.htm”.  Using  the  previous  
example,  the  newly  returned  filename  became “details.asp-
id=250.htm”, which was valid for saving on the hard-drive. The 
function was coded as shown below: 
 

'returns all text from last "/" in URL, but puts a "\" in front of the 
file name.. Private Function GetFileNameFromURL(ByVal URL 
As String) As String 
'if / doesnot exist -> URL could a local file 
If URL.IndexOf("/"c) = -1 Then 
'return the last string after \ for local file case 
Return "\" & URL.Substring(URL.LastIndexOf("\"c) + 1) 
End If 
Dim fileName As String = "\" & 
URL.Substring(URL.LastIndexOf("/"c) + 1) 
'if there is ? in the URL 
If fileName.LastIndexOf("?"c) > -1 Then
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'Replace ? with - and append .htm 
fileName = Replace(fileName, "?"c, "-"c) + ".htm" 

End If 
Return fileName 
End Function 
 
TME Attack Tool had to deal with various different types of 
inputs. Email harvesting had to take in a list of different web 
pages for crawling and saving to the hard-drive. 
 
After downloading the URL source code to the hard-drive, the file 
was loaded for searching. Standard  Regular  expression  class  
System.Text.RegularExpressions  was  used  for  this process. 
With the given input of the pattern, the function Match returned a 
group of matched braces with the given pattern. The matched 
email name must then be added to the text box. In this scenario, 
the txtRegexPattern.Text was “(.*)email = writemail\('([^']*)'(.*)”. 
The second set of braces was the email name that needed to be 
extracted, see Figure 7. 
 
Dim fileContent As String = File.ReadAllText(fileName) 
Dim m As Match = Regex.Match(fileContent, 
txtRegexPattern.Text) If m.Groups(txtRetrieveId.Text).ToString 
<> "" Then 
  
txtSendTo.AppendText(m.Groups(txtRetrieveId.Text).ToString + 
txtDomain.Text 
+ vbNewLine) End If 
 

 
Figure 7 - Email Harvesting in Progress 
 
The email content in the Social Engineering section was a full 
HTML text that had different tags and sets of characters. Besides 
those files, the TME Attack Tool had to deal with different 
parameters for data extraction and relay mail server. 
 
A framework was implemented to apply a social engineering 
email template to the tool. This involved crafting the email 
contents to match with the interest of the target group and then 
applying this content template to the sending email. A section 
from the email templates is shown in Figure 8. The email title 
and email contents will be read into the tool from the email 
template files. 
 
Finally, in order to deliver the email, the tool had to be able to 
interact with an SMTP server to be able to send out the email. 
Open relay server was selected for managing this process. 
Relay servers need different parameters such as mail server 
address, mail port, user and password for authenticated 
connections. The design decision for this module was that it 
should be able to take in these parameters and  connect to the 
relay server to send out attacking emails. 

 
Figure 8 – A Section from the Email Templates 
 
After all the parameters were loaded into the TME Attack Tool 
the user was still able to make some adjustments to each text 
box before clicking the “16. Send” button. The tool then looped 
through each email recipient, assigned the appropriate values as 
seen in the user interface to the htmlmailer1 object and then 
connected to the server and sent the email, see Figure 9. 

 
Figure 9 - UI for the Mail Server and Email Sending in Action 
 
4. Testing 
 
TME Attack tool successfully crawled the contact details found in 
CMS School web site and generated email address for targeted 
recipients. The regular expression match worked as expected 
and returned the correct email addresses. The Social 
Engineering template which was prepared separately from the 
tool, loaded correctly into the body part of the email. After 
verifying the recipient lists and added attachments based on a 
number of test scenarios, the send functions delivered the email 
as expected to the recipient lists. The tool in use and populated 
was shown in Figure 10.
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Figure 10 - TME Attack Tool User Interface during an attack 
 
5.   Evaluation of the TME Attack Tool 
 
The tool functioned well. However, it did take some time to 
harvest the email addresses and 
to send the email. It was then decided to add two labels next to 
the Harvest and Send buttons to indicate the progress, when the 
tool was running to the user. There was also a counting label 
next to “To:” text box to let the user know the progress of the 
harvesting, as well as the number of recipients when clicking the 
“16. Send” button. However, the TME Attack Tool still had some 
issues which need to be addressed in any further development 
of the tool and these are listed below: - 
 

 Users currently have to generate the URL list file for the 
URL input 

 The tool UI was designed to be compact, but this 
meant that there was not enough space on the UI for 
help with the functions of all the text boxes and buttons. 
“Retrieve#:” text - takes in a single number for output 
string. 

 Outgoing SMTP username and password are stored and 
displayed in clear text. 

 The body content of email does support HTML but only 
displayed the HTML code in its native form. 

 
6.   Conclusion 
 
The TME Attack Tool was successfully implemented. The tool 
was tested using the CMS School web site as the chosen target 
and found to be highly effective at retrieving all the emails for 
the CMS School web pages. The current security system was 
breakable, as emails were harvested by the tool in spite of the 
attempt to obfuscate them. 

 
The tool could be further developed to perform a much greater 
attack with different scope and scenarios.  It could also be 
adapted to perform other methods of crawling to enable more 
massive emails to be sent using more complicated email 
templates. If the tool was developed 
 
further,  as  indicated  then  the  whole  university‟s email  
system  could  be  vulnerable  and sensitive information and 
data could be stolen. 
 
Since it will always be virtually impossible to stop all spam email 
from reaching the target, it is suggested that the spammers can 
be hindered by blocking the harvesting of the email addresses. 
To this end CAPTCHA should be implemented in an attempt to 
ensure that the contact page request was always generated by 
a human. Email addresses should not be made available in 
text-based files or on the website. Anyone who needed to 
acquire an email address for contact reasons would have to 
complete a simple test which asked the respondents to enter 
the correct letters or digits from the image of distorted letters or 
digits. This simple yet effective test can prevent software from 
extracting email addresses from websites. In this case the 
spammers would have to perform this task manually for each 
email address, which would be a significant discouragement. 
 
On  completion,  the  tool  proved  to  be  able  to  harvest  
email  addresses,  send  deceptive messages based on social 
engineering and perform targeted email attacks on the 
members of staff in the CMS School at the University of 
Greenwich. 
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